/=2 Issue No. 146 (October 2021)

<Useful Information>
Simple Settings and Security Enhancement
for Sending E-mails from the V9 Series

1. Simple Settings <Spe V-SFT Ver. 6.0.32.0

Before The IP address of the mail server for sending E-mails was necessary.

| can’t specify the server
because | know only the name
of the server and not

the IP address.

After Specification of the sending mail server is now possible by using the name of the
server.”! E-mails can now be sent even if the IP address of the server is unknown.

SMTP server IE
_._ | Smtp.xxxx.com
IP unknown

Even when the sending mail server is replaced and therefore the IP address
changed, no settings are required on the V9 series unit.

SMTP server

Smtp.xxxx.com

IP xxx.xxx.xxx.100 _]/y @

- Smtp.xxxx.com
[N° need to change settings ] Replacement IP XXXXXX.XXX. 120

Settings

Configure settings at [E-Mail Setting] in the screen program or on the V9 series unit.

V-SFT-6 V9 series unit
[System Setting] — [Ethernet Communication] — [E-Mail] Local mode — [E-Mail Setting] — [Connection Setting]

E-Mail Setting % £ wian E-Mail Setting 20210831 11:1059
- Setting
E-Mail ﬁ Connection Setting | Mail Setting
VPN .
. O SMTP IP Address
(D SMTPIP Address oo.n oo Part Setting Setting i ]
. = ® Sending Mail Server (SMTP) lsmtp.olﬁoe355.com I l
l (® Sending Mail Server [SMTF) | smip.office365.com Cloud
Setting Port No. |5a7 ]
Ceitify Type SMTP-AUTH ~ @
Authentication iSMTP-AUTH H
1] o o o .
POP3 IP Address | | Encryption Method STARTTLS -
e

*1 Configuration on the V9 series unit in Local mode — [LAN Setting] — [Option] — [DNS Setting] is necessary.
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2. Security Enhancement <S V-SFT Ver. 6.1.1.0

Before

STARTTLS security could not be used
because STARTTLS encryption was not
available in the e-mail settings.

| want to enhance security QO0o
using STARTTLS.

After

STARTTLS encryption is now supported.
Use a server that supports STARTTLS
encryption and protect information from
malicious hackers.
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SMTP server S Receiving server
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Mail servers supporting STARTTLS encryption

* Microsoft 365 (Office 365): smtp.outlook.com or smtp.office365.com
«  Gmail: smtp.gmail.com™

Settings
Configure settings at [E-Mail Setting] in the screen program or on the V9 series unit.
V-SFT-6 V9 series unit
[System Setting] — [Ethernet Communication] — [E-Mail] Local mode — [E-Mail Setting] — [Connection Setting]
E-Mail Setting X = WLAN E-Mail Setting 2021-08-31 11:10:59
i Setting
E-Mail P Comecin Seing | MaiSeing |
VPN © SMTP IP Address [ ]
() SMTRIP Address | o0 oo | I Poart Setting I Setting -
= @® Sending Mail Server (SMTP) ‘smtp.oﬂioeass_com l
(®) Sending Mail Server [SMTP) | smip.office365.com S
Setting Port No. |s87 ]
| ceity o SMTP-ALTH | & N S -
POP3IP Address v -0 -0-0 Encryption Method ‘STARTTLS "
l Encryption Method |STAF|TT|_5 \I] v S:M — [ l
|A00unt Mame Sending Server (SMTP) X Sattinn
Part No. ‘ 58?@ Default
I OF. I | Cancel |

*2 When using Gmail, configuration of 2-step verification in the Google security settings is required. For details, refer to the
V9 Series Reference Manual 2.
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